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REDCHECK.RU

RedCheck — cnctemMa aHanmsa 3aliMLLEHHOCTU
N COOTBETCTBUSA CTaHOapTaM, NpegocTaBngaroLlasa
LUMPOKUN KPYr BO3MOXXHOCTEN MO ynpaBleHUo
MHPOPMaLLMOHHOM 6e30MacHOCTbIO AJIA
npenonpuaTmuii nrob6oro MmacliTaba.

CucteMa NpefHasHadeHa Ana NoyyYeHma AaHHbIX O NapamMeTpax T-mHGPacTpyKTypbl,
BAMAIOLLMX Ha 3aLLUMLLEHHOCTb 0OBEKTOB MHGOPMATU3ALIMK, @ TakKe ANF NoAAEPIKKM
MPUHATUA peLleHiA Mo YCTPaHEeH IO BbIABNEHHbIX YA3BMMOCTEN 1 co3aaHM0 abdek-
TUBHbIX KOHOUIYPALIMIN 6E30MaCHOCTU KOHTROMIMPYEMbBIX CUCTEM.

RedCheck paspaboTaH c y4eToM peasnbHblX MOTPpebHOCTeN oTeYeCTBEeHHbIX KOMMaHWIN
B 061aCTV MHGOPMaLIMOHHOW 6e30MacHOCTM U TPeboBaH MM POCCUMCKMX Perynaropos.
Ero mprMeHeHMe MO3BOMAET pellaTh LWMPOKMIM CAEKTP 3a4ayY: OT MOMCKa YS3BMMOCTEWN
[0 OLIEHKM COOTBETCTBMA OTEUECTBEHHbIM M MexayHapoaHbIM CTaHdapTaM 6e3onac-
HOCTM, a TaKXKe peanM30oBbIBaTb PAL Mep 3allmTbl, 0693aTeNbHbIX A9 MHGOPMALMOH-
HbIX CUCTEM MEepPCOHanbHbIX AaHHbIX (MCMOH), rocyaapcTBEHHbBIX MHMOOPMaLMOHHbIX
cuctem (FMMC), aBToOMaTV3MPOBaHHbIX CUCTEM YN PaBNEHWA MPOV3BOACTBEHHbBIMW U TEX-
HoMornyeckMmMm npoteccamMm (ACY TI1), 3HaUMMbIX 0OBEKTOB KPUTHUYECKON MHDOPMa-
LIMIOHHOW MHbpacTpyKTypbl (30 KNI) 1 aBTOMaTU3MPOBaHHbLIX CUCTEM, 06pabaTbiBato-
LWMX KOHOUAEHUMANbHY MHPOPMaLLMIO.
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CDyH KUMNOHaJ/IbHbI€ BO3MOXHOCTMU

e

O6Hapy)XeHue
XOCTOB

[TOUCK aKTVBHbIX XOCTOB
M KOHTPO/b LIe/TOCTHOCTM
CEeTN Mo 3aaHHOMY nyny
CeTeBbIX afjoeCOoB.

9

MpoBepka
OOCTYMNHOCTM

AHanm3 goCTynHOCTH
[006aBNEeHHbIX XOCTOB
019 MOObIX CUCTEMHbIX
PeXXMMOB CKaHNPOBaHWA
C npmBUIETNAMN.

i
<

MHBeHTapu3auuda

AHaMM3 1 KOHTPOSb
M3MeHEeHUM B cocTaBe
nMporpamMMHoOro

¥ anmnapaTHOro
obecrneyeHns cetu.

&

AyOuT B pexxume
«[MeHTECT»

CeTeBoe cKaHWpoBaHMe
6e3 NpuUBMIErnn B
pexxrme «4epHoro
ALK,

m

AyouT cuctem
KOHTEMHepu3auum

MpoBepka 6e30MacHOCTM
0715 06pas3oB., peanmso-
BaHHbIX Ha 6a3e nnadTopm
KOHTEMHEepPM3aLIMK, a TakKe
CUCTEM OpKecTpaLmm 1
MacLUTabupoBaHMS.

18]

Ddukcauumsa (KOHTpob
LLe/TOCTHOCTH)

C60p KOHTPOSIbHbIX CyMM
KOHPUMYPALMOHHbIX
darnos, Nanok,

BETOK peecTpa 1
npenynpexneHvie oo

WX U3SMEHEHWM NP
CPaBHEHWMN C 3TaIOHHbIMU
3HAYEHUAMN.

Ayout
YA3BUMOCTEMN

CeTeBOE MMM NoKanbHoe
CKaHMPOBaHKe XOCTOB Ha
HanmMume ya3BrMocTem
OC, obLiecucTeMHoro

M npwvknagHoro Mo,
ceTeBOro obopymnoBaHms.

M

AyOuT ya3BUMOCTEN
ACY TN

CKkaHUpoBaHVe Ha
Hannyme ysasBrmMocTem
npoTokonos ACY Tl
rMyTeM COMOCTaBAEHWA
CUMHATYP, XPaHALLMXCS B
B RedCheck.

©

AHanNUTUKa

KoMMOHeHT AHanuTUKa
o6beaVHAET pe3yribTaThl
NpoBepoK, GopMUpyeT oTyeT
O BbIABAEHMM HOBbIX YrPO3,
rMoKasblBaeT AMHAMUKY

HeyCTPaHEeHHbIX YA3BUMMOCTEM,

oueHMBaEeT ypOBeEHb
COOTBETCTBUA Mpasn/iaM

KOH®UIYypaLMiA.

&

Ayout
o6HOBNEHUN

MoucK 1 obHapy»keHmne
HeyCTaHOBMeHHbIX
obHOoBNEHI
6e30MacHOCTW Ha y3nax
ceTun.

Y

AyauTt
KOHPUrypauum

KoHTpoMb MapamMeTpoB
6e30MacHOCTV M OLIeHKa
COOTBETCTBUSA CTaHOaPTaM,
MNoNUTKaM 6e30MacHOCTH,
peKoMeHaaLmnam
BEH/0POB.

JOKyMeHTUpoBaHue
pesynLTaToB ayguTa

DopMUpOBaHME OTHETOR B
dopmaTe HTML, PDF, CSV
nnu XML. [JocTaBKa OT4eTOB
MO 3NEKTPOHHOM Mo4Te
AW B CETEBOM KaTasor.



OBLWWME TEXHUYECKUE CBEOEHUA

[1N51 KOHTPONSA ManbIX 1 CPEOHUX CeTeN
RedCheck MoyeT 6bITb pa3BepHyT Ha
APM agMuHUcTpaTopa (MB) 6e3 cy-
LLIeCTBEHHOW MOTEPW MPOV3BOANTENb-
HOCTK KoMnMbtoTepa. RedCheck moxkeT
ObITb yCTaHOBMNEH Ha HOYTOYK A1s
npoBefeHNs Bble3HbIX MPOBEPOK.

Hanuuune Be6-koHconm B RedCheck
MO3BONAET OCYLLIECTBNATL yaaneHHoe
yrpaBreHme n ckaHMpoBaHue cetu
ntoboro Macltaba no Bcem TMnam
ayauToB 6e3 cyllecTBeHHoM
HarpysKu Ha KaHasnbl CBA3M.

ApXUTeKTypa

REDCHECK.RU

Mbkasa APXNTEKTYPA N CUCTEMA JTNMLEH3MPOBAaHMA MO3BOMIAIOT 0a3BOpa-

umBaTb RedCheck Ha oTaenbHOM y3/1e, B TOKanbHOM CETU 1K B obnake,

BbICTpauBaTh pacrpeneneHHbole cTpykTypbl. RedCheck He nMmeeT orpa-

HUYEHUIM NO MaCLLITa6I/IpOBaHI/II-O.

CueHapuu NpUMeHeHus

e KOHTpPOSb 3aLMLLEHHOCTM MasiblX U CpegHUX ceten
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KoHTponb (aHanus)
3aLMLLEHHOCTM
6onbLUMX ceTen

c drnmanbHom

[1ns paboTbl B KPYMHbBIX W pacnpefeneHHbIX Kopro-
PaTUBHbIX CTPYKTypax RedCheck nmeeT BO3MOX-
HOCTb pa3fenbHowm ycTaHoBKM Moaynen WEB, REST
API, SCAN Ha otaenbHble cepepbl B IO,

[lna nonb3oBaTtener cUcTeMbl peanmsoBaHa pone-

B uenax MacluTabupoBaHma MOryT yCTaHaBIMBaTb-
ca OOMONHUTENbHBIE MOLYNM (CepBepsbl), noanep-
YKMBatoLLie MHOMOMOTOYHOE CKaHWpPOBaHMe.

[Ons paboTbl B U30NMPOBaHHbIX CeTAX 6e3 oocTyna
K VIHTEpHETY MCNoNb3yeTca crneumanbHbli cepsep

CprKTypOVI Bad MO[eNb A0CTyMa, OAHOBPEMEHHO MOXKET 0BHOBNEHMI, MO3BONAOLLMIN paboTaTb CO
paboTaTb HECKOMNBKO CMEeLManmucToB B COOT- CpencTBaMu ofHOHanpaBNeHHoW nepefaym
BETCTBUU C UX PONbIO M CErMEHTOM. NaHHbIX.
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OBLWWME TEXHUYECKUE CBEOEHUNA

RedCheck Expert
unu Enterprise

Ona MaclwTabupoBaHMa CUCTEMbI MPeayCMOo-
TPEHO MUCMOMb30BaHWe OOMNONHUTENbHbIX
MOOyNen CKaHWUPOBaHMA Ha BblaeeHHbIX
cepBepax.

YnpaBneHune 0ONONHUTENbHBIMW MOAYIAMMN
CKaHWMPOBaHUA OCYLLECTBIAETCS C OCHOBHOIO
cepBepa RedCheck. [laHHble 0 pe3ynbTaTax
NPOBEPKKM CoxpaHatoTca B eanHom b, He
Cco34aBasg OLLYTMMOW Harpy3KM Ha KaHasbl
CBA3M 1 He Tpebya AOMNONHUTENBHOro NPo-
Llecca CUHXPOHM3aLUMM 6a3 AaHHbIX Mexay

dunranamu.

REDCHECK.RU

Pepakuuu Expert n Enterprise
BKJ/TOYAIOT B cebF MakCUMyM
OYHKUMOHANBHBIX BO3MOXXHOCTEN,
Expert He orpaHMYeH KONMYEeCTBOM
CKaHMpyoLLMX Moaynen. Enterprise

HE MMEET OrpaHMnYEeHUs NO KONYECTBY

CKaHMPYEMbIX XOCTOB.

@ FocynapcTBeHHble
opraHmsauuu
@ BaHku

@ DHepreTuka
E Tenekom

% MpoMbIWNEHHOCTb

@ Putenn
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Mpu ckaHWpoBaHMKM Windows-cuctemMm onqa
COKpaLLEHMA HarpysKuM Ha ceTb U CHMKeHUA
TpeboBaHWM K NMPUBUNErMaM OOCTyrna peKo-
MeHayeTca Mcnonb3oBaHmMe areHTa RedCheck.
icnonb3oBaHKWe areHTa He TpebyeT 4oNoHM-
TenbHOro nuueHsnpoBaHma. RedCheck areHT
MCMOMb3YeT COOCTBEHHbIM TpaHCropT ans
CKaHWpoBaHMg.

RedCheck coOepPXXuTt CTPYKTYPHbIE
KOMMOHEHTbI:

e CepBep yrnpaBreHusd
RedCheck REST API

¢ \Web-KoHCOoMb
yrnpasneHus

o Cny»ba CMHXPOHU3aUMMK
e Cnykba CKkaHMPOBaHMA

e [lononHuUTeNbHbIE Moaynn
CKaHWpOBaHWM4A

o CepBep 0OHOBMEHI
RedCheck

e AreHTbl CKaHMPOBaHWA
Windows

NHTerpauumsa

C BHELWHMMU aHaNUTUYECKUMU
cucTeMaMu yrnpaBneHus
nHPopMaLMOHHOMN 6e30MacHOCTbIO

RedCheck o6nagaeT yHMBepcanbHbIMU MHCTRYMEHTa-
MU MHTErPaLLMM 1 MOXKET ObITb MCTOUYHMKOM MHDOPMa-
uvm ona cucrtem ynpasneHua b, Hanpumep: Kaspersky,
NeuroDAT, R-Vision, Security Vision. Micnonb3oBaHme
TUMOBbIX MHTEPbEWCOB Nepenadn AaHHbIX 419 2TOro
BMOa CMCTEM, MO3BONAET 6e3 0cobblx Npobaem
noaKNtoYaTh W ApYrye cUcTeMbl 06pabOTKM 1 aHanm3a
MaLUMHHO-reHepupyeMblx AaHHbIXx REST-API.

IHTEerpauma ocyLLIECTBNAETCA YePE3 CepPBEP
ynpaBneHmnsa REST-API nnu nyteM MallMHHOMO
pacrpocTpaHeHMsa TexHMYeckmnx otyeToB RedCheck
B dopme CSV mnm XML.

CepBep ynpaeneHusa RedCheck REST API no3songa-
eT He TOMbKO MoflydaTb pPe3ynbraTbl CKaHMPOBaHMS,
HO M OCylLLIEeCTBAATb yrpaBneHme RedCheck 13 BHell-
HWX CUCTEM, B TOM YMC/1e CO3MaBaTb WM 3amyckaTb 3a4a-
HNA, POPMUPOBATbL OTUETLI, AOMOAHATL 6a3y CUrHaTypP
COOCTBEHHbBIMK OnpeaeneHunamMmn, npeactaBieHHbIMMU
B CTaHOapT130BaHHOM dopmaTe OVAL/XCCDF.
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NMopaaep)xka nnatdpopm

RedCheck obecneuymBaeT aHanus3
3alUMLLEHHOCTM clieayloWwmnX NporpaMMHbIX
M NnporpaMMHo-annapaTHbIX CPeAcTB:

» OteyectBeHHble OC: ATL Linux, Astra ° NAatdopMbl BUPTyanusaumm:

Linux, RED OS, ROSA, SberLinux; MK CB «bpect», Rosa Virtualization,
ESXi Server, KVM, Microsoft Hyper-V,
ROSA Virtualization, VMware, VMware
NSX, VMware vCenter Server, Xen;

* orepaunoHHble cucTeMbl Linux:
AlmaLinux, Amazon Linux, CentOS Linux,
CentOS Stream, Debian, Fedora,

FreeBSD, Linux Mint, Mageia, openSUSE, « CYB[: Platform V Pangolin,PostgreSQL,
Jatoba,|BM Db2 Microsoft SQL Server,

MySQL Server,Oracle Database Server;

openSUSE Evergreen, openSUSE Leap,
Oracle Linux, Oracle Solaris, Red Hat

Enterprise Linux, RockyLinux, Solaris,
SUSE Caa$ Platform, SUSE Linux » ACY TI: Citest SCADA, Codesys V2,

Enterprise, Ubuntu;

OnepaunoHHble cucteMbl Microsoft
Windows: XP, Vista, 7, 8, 81,10, 11, Server
2003 /2008 /2008 R2 /2012 /2012 R2 /
2016/2019/2022;

Mnatdopma KoHTeMHepM3aL MM Docker
M cucteMa opkecTpalimm Kubernetes;

Codesys V3, Iconics GENESIS, IGSS,
ISAGRAF. Siemens, Wonderware
InTouch;

MJIK: AraBa, Kactom, OBeH, 21cu, Ergon,
Fastwel, ReallLab, Advantech, Omron,
Rockwell Autonation, Schneider Electric,
Siemens, Yokogama FCNK;

A Takxe 6onee 700
Pa3NTMYHbIN NPUNIOXKEHUN

« CeTeBoe o6opynoBaHue: Eltex,
FortiGate, UserGate, Check Point, Cisco
NX-OS, Cisco, GAIA, Hawei VRP, |0S;
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OCHOBHbIe NpeuMyLlecTBa

—
pa

BCTpoeHHble MoMHObYHKLMO-
HarbHble MHTEPMPETATOPSI
OVAL v XCCDF nossonstor
OCYLLECTBNATL MOMHbIN

CMeKTp MpoBepoK Ha 6ase
COBCTBEHHOTO Perno3nTopms
OVALdDb, a Takke 1crnonb3oBaTb
YHUGUUMPOBaHHbIM SCAP-
KOHTEHT APYrX BEHOOPOB.

MporpamMma MMeeT MOHATHbIN
rpadudecknin nHTepodeiic,

He NpeabaBNAeT BbICOKMX
TpeboBaHU K MOAroTOBKe
nonb3oBaTens npu ycTaHoBKe
11 ICMONb30BaHMM.

Peanusaluua nnaHMpoBLLVIKa
3a0aHnin U rTnbKaga cucTema
npodunen aenaet ynobHbIM
NpYIMeHeHKe NporpamMmel
npv NOBCEAHEBHOM KOHTpONe
3a 6e30MacHOCTbIO Kopropa-
TUBHOWM CETU.

HeorpaHMyeHHaa MacLTa-
BUPYEMOCTb, pasBepHyTan
ponesaa Moaesb U MHOMOMOoMb-
30BaTeNbCKUM PEKMM MO3BONAET
mncnonb3oBatbh RedCheck B SOC
1 OPYIUX LEHTpax knbep-
6e30MacHOCTY.

[na paboTbl He TpebyeTca
60MbLIKMX anMnapaTHbIX MOLLIHO-
cTten, RedCheck MoykeT 6bITb
YCTaHOBEH Ha POCCUMCKIMX
OC vnu 6ecnnatHo Debian.

<

[ocTtynHa nHTerpauma c Active
Directory, koTopas obecrie-
UMBaET yOOOHbIV 1 TMOKMIA
MPOLLeCC MMMOPTa W aKTyanm-
33UV CKaHUPYEeMbIX XOCTOB B
RedCheck.

SddeKTMBHaA KOMOUHaUMA
areHTHoOW 1 6e3areHTHOM TeXHO-
S1I0MV CKaHWPOBAHMS, a TakxKe
ayauT B pexxmme «[eHTecT» no-
3BONAIOT CYLLECTBEHHO COKPaTUTL
BpeMs MPOBEPOK M obecrnednTb
TpebyeMbilt ypoBeHb 6esonac-
HOCTW.

af

OTKpbITOE OnMcaHue onpeae-
NeHrin 6e30MnacHoCTM (ysa3BK-
MOCTelN, OOHOBMEH I, KOHDU-
rypaumii) nossonget rmyo6oko
aHaNM3MpPoBaTb Pe3ynsTaThl
KOHTPONA, ONpenendTs Npu-
UMHbI 1 CNOCO6bI BbIABNEHNA
YA3BUMOCTEN.

RedCheck — nepBblIi poccum-
CKMI CKaHep 6e30MmacHoCTU,
MO3BONAIOLLMI OCYLLECTBASATD
ayauT NNatdopM KOHTEMHEPW-
3aumm.
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OVALdb

Ha 1 okTtabpa 2025 rona
PEMO3UTOPUIA COAEPXKNT
534 555 onpepeneHumn
B dopmaTe OVAL,

U3 HUX:

Cob6cTBeHHan 6a3a
yassuMmocten OVALdb

KntoueBow 0CcoOeHHOCTbIO CYCTeMbl aHanmaa 3almiuleHHocT RedCheck aB-
nqgetca ero pabota ¢ YHUbMLUMPOBaHHbIM SCAP-KOHTEHTOM, MoflyYaeMbIM 13
cobcTBeHHOW 6a3bl yassrmocTer OVALdb. Penosmtopunin OVALDb — kpyn-
HEeMLWMIN POCCUNCKMM BaHK OaHHbIX Yyrpo3 B obnacti Wb, mo3BonatoLLIMiA
DOPMUPOBaTh OLEHKY 3aLUMULEHHOCTM MHDOPMALIMOHHbBIX CUCTEM Ha OCHOBE
OTKPbITO MYyBAUKYEMBIX B HEM onpeneneHnii yasBMMocTen, NapamMeTpoB KOH-
PUrypaunm, MHBEHTAPU3ALMOHHbBIX AaHHbIX W [PYroro CMEXHOro KOHTeHTa.

MHPopMauma B penosntopu OVALDb npenctaBneHa Ha oCHOBE A3blKOB U
KaccdUKaTOPOB, BXOAALLMX B HAOOP OTKPbIThIX CTaHAapToB SCAP (Security
Content Automation Protocol). OnpegeneHna yasBmMMocTen pa3paboTaHbl Ha
asbike OVAL (Open Vulnerability and Assessment Language). CogepyaHue
OVALdb CUHXPOHU3UPOBAHO C IKCMEPTHbIMKW pecypcaMu, TakuMm Kak BOY
DOCTIK Poccum, HKLKW, BilonneteHr npoussoanTenen 1 pan Opyrux Mexx-
OYHAPOAHbIX SKCMEePTHbIX CMPaBOYHKKOB. [MybnrKaLyy HOBbIX onpeaeneHnii
MPOM3BOAATCA Ha PETNYIAPHOM OCHOBE U MPOXOOAT TLATENbHYO MPOBEPKY.

KomaHabl pa3pabotumkoB C3U 13 Poccum v ApYrmx CTpaH SBASKOTCA MOCTO-
AHHbIMK Nognucymkamm OVALdDb. MNognuvcka Ha TexHuYecKkne onpegeneHumsa
curHatyp OVALdb pacnpocTpaHaeTca Ha UHOVBWOYaNbHbBIX YCIOBUSAX NULLEH-
3MIOHHOIo LOroBOPA.

102 412 YHUKanbHbix CVE 257 135 yS3BUMOCTEN
(Common Vulnerabilities ona nnatdopm
and Exposures) Linux

78 923 yA3BMMOCTEN 250 682  onpedeneHun,
Ha cemencTteo OC KOPPEenMpPOBaHHbIX
Windows c BAY BN ®CTIK

Poccum n HKLIKIA.

REDCHECK.RU

-1
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RedCheck BHeceH

B EQVHbIN peecTp
POCCUMNCKUX MPOrpamm
019 2NEeKTPOHHbIX
BbIYMCNNTENBHbIX
MallWMH 1 633 OaHHbIX.

CepTtudmumpoBaHHasa Bepcus

CkaHep 6e3onacHocTi RedCheck umeeT pencteytolmin ceptudrkat OCTIK

Poccum, KoTopbl noaTeepyaaeT cootBeTcTBue PL «TpeboBaHWa AoBepua» Mo

4 YpoBHto poeepud. RedCheck MOXeT mMcnonb3oBaTbca B coctaBe AC go Knacca

3awmeHHocTm 1l a Takke MCIHOH, TMC »n ACY Tl KBO go 1 knacca (ypoBHS)

3alUMNLEeHHOCTUM BKITIOYUNTENTbHO.

RedCheck moxeT
MCMOMb30BaTbCSH:

ONna peanusaunm Mep 3alunTbl
cornacHo npukasam OCTIK
Poccum N2 17, 21, 31

On§a peanusaumm Mep no obecneye-
HUto 6e3onacHocTn KW cornacHo
npukasy OCT3IK Poccum N2239

e KOHTPO/b 33 YCTaHOBKOM
KOMMOHEHTOB MPOrPaMMHOro
obecneyerHung OrcC.2

e BblaBneHue, aHanms ya3BMMocTemn
MHbOPMALMOHHOM cucTeMbl AH31

e KOHTPOMb YCTAHOBKM OBGHOBEH U
MporpaMMHoro obecnedeHmsa, BKIO-
4yaa obHOBIEHKE NPOrpPaMMHOro obe-
credyeHura cpeacTs 3alMTbl MHGOPMa-
U AH3.2

o KOHTPO/b paboToCcnocobHOCTM Napa-
METPOB HAaCTPOWKM U MPaBUbHOCTA
DYHKLUMOHMPOBAHMA MPOrpPaMMHOro
obecneyeHnda 1 CPeaCTB 3alUUThl
nHdbopMaumm AH3.3

e KOHTPOMIb COCTaBa TEXHMYECKIMX
CpeacTB, MPOrpaMMHOro
obecneyeHna CpeacTB
3alMTbl MHPOPMaLMK AH3.4

e KOHTPOSMb COCTaBa TEXHNYECKIMX
CcpencTB, MporpaMMHOro obecneyve-
HWA, BKMKOYaad nporpamMmHoe obecne-
YeHne cpeCTB 3allThbl I/IHCI)OpMaLI,I/II/I
OUJT

e KOHTPOSb LEe/TOCTHOCTU

BMPTYanbHOW MHOPACTPYKTYPbI
1 ee KoHGUrypaumm 3CB.7

* IHBeHTapw3auma MHdopmMa-
LIMOHHbIX pecypcos (AYL1).

e AHanms yassuMocTen m
X ycTpaHeHue (AYL 2).

e Perucrpaumsa cobbiTui
6e3onacHocTu (AY[1.4).

e MoOH NTOPWHI 6e30MnacHoCTM
(AVL.7).

e [lpoBeaeHMe BHYTPEHHMX
ayauToB (AY[.10).

e [lpoBegeHye BHeLLIHMUX
ayamToB (AY[.11).

e KOHTPO/b LENOCTHOCTU MPOrpamMm-
Horo obecnevyenma (OLITI)

e KOHTPO/b LLe/TOCTHOCTM
nHbopmMaumm (OLJ1.2)

e VoeHTuduKauma ob6bekToB ynpas-
neHusa KoHburypaumen (YK®.1).

e [lounck, NonydeHne obHoBNEHWI
nporpamMMHoro obecrneyeHma ot
JoBepeHHoro nctodHka (Orao.d).

e KOHTPOIb LIEeNOCTHOCTY
OBHOBNEHUY MPOrPaAMMHOIO
obecneyeHusa (OMN0.2).

e YcTaHoBKa 0OHOBAEHMIM MPO-
rpamMmMmHoro obecrnedenma (OMNO.4).
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JimueH3unpoBaHUue

lp‘ Base
/// 7

BazoBasa pefakuua BKAoYaeT CTaHaapTHbIM Habop
dYyHKUMIM RedCheck, HeobxoauMMbIX Ona npoeep-
KW YA3BMMOCTEN 1 o6HoBAeHWM Ha OC Windows u
Linux, a TakxKe «AyamnT B pexxmme [1eHTeCT».

Expert

Penakuma cogep>uT Bce GyHKLMM M CKaHVpyeMble
nnatdopPMbIl, BKIOYasa KOMMMIEKCHbIM ayaunT 6e30-
nacHocTM 06pazoB Docker 1 cUCTEMbl OpKecTpaLmMmn
Kubernetes. [lononutenbHbIM MHTepdenc AHanum-
TUKW MO3BONAET OCYLLECTBATbL KOHTPOb CKaHWMPO-
BaHWMs XOCTOB, MPOBOAUTbL aHaIN3 yCTpaHeHM4A
YA3BUMOCTEN N YPOBEHb COOTBETCTBUA
KOHDUIYpaLmMamMm.

REDCHECK.RU

) Professional

MpodeccroHanbHaa peaakuUrs, ¢ NoNHbIM Habo-
POM aydMTOB BCEX MOAAEPXKMBaAEMbIX MNATPOPM.
LocTyrnHbl AyOmT B pexxmnme «eHTeCT», CUCTEMHbIW
nowck yassumocTten OC, MpoBepka 0O6HOBNEHWIN
COOTBETCTBME KOHOUTYpPaLIMAM 6e30MacHOCTU.

Enterprise

KopnopaTmnBHaa pegakumsa ana KpynHbIX
KOPMNOPaTUBHbIX CTPYKTYP. CoAep»KUT BCE YHKLIMN
MO CKaHMPOBAHWMIO M aHanM3y, BKAOYaa ayamT
06pa3oB CUCTEM KOHTEWHEPU3ALUUU, MHTepdEeNC
AHaNUTUKK. He MMeeT orpaHuyeHIms No KonnIm-
4eCTBY CKaHWpPYyeMbIX OOBbEKTOB.

OononHuTenbHbIe NULUEH3NpPYEeMblie MoaAynu

—

CepBep OBHOBNEHUIN — BbleEHHbIM MPOMEXKYTOUHbIV CepBEp 3arpy3ku OOHOBMEHWI KOHTEHTa 6e30-

MacHOCTU ANa pasMelleHmna B ceTax DMZ. MoxkeT obcny»kKMBaTb HECKObKO ak3emMnnapoB RedCheck nto6bix

pedakumi.

Moaynb ACY TN — gononHUTENbHbBIM MAKEeT, BKAOYAIOLWMM BO3MOXHOCTb CKaHMPOBAHWA MPOTOKOIOB M

KoHTponnepoB ACY TI1, npuMeHdeTca K pegakumam Professional, Expert, Enterprise.

Mopaynb ckaHupoBaHUSA cny>+<6a CKaHMPOBaHMA a9 YCTaHOBKKM Ha O0OMONHUTENbHbIM cepBep. MoxkeT

MCMNONb30BaTCbA B pedakumax Expert n Enterprise, pelwaeT 3a0adm No pacnpeneneHmio Harpyskm

CKaHMPOBaHWMA MeXy cerMeHTaMmn ceTn Un rmachopMaMm,yBeﬂquBaeT npon3BoOANTENTbHOCTb.

-

CpoK pencTBus InuerHsma RedCheck asnaetcd cpouHon (oT 1 roga). B nepuon oencrems

NMNUEH3nn NUUEH3MM NPefoCTaBNAETCA rapaHTUMHaa Noaaep>KKa, AOCTYM K aKTyallbHOMY

KOHTEHTY 6e30MacHOCTM U OOHOBNEHUA.
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REDCheck — CUCTEMA AHATM3A 3ALMLLEHHOCTU

CucteMHble TpeboBaHU4

* TunoBble TpeboBaHUA K annapaTHOMy o6ecneyeHuIo

KOMMOHEHTbI NNATO®OPMA ANMNAPATHbIE TPEBOBAHUYA

CoBMecTHas ycTaHOBKa

CepBepHbI KOMMOHEHT LIM Xeon, YacToTa He Hke 1,86 L,

KoHconb ynpasnerus CepaepHan He MeHee 4 anep
Cny»6a ckaHUpoBaHMa O3Y He MeHee 12TB
Cny»kba CMHXPOHU3aLMK M3Y He MeHee 2 B
Pa3zpenbHas yctaHOBKa
. LLM Xeon, yacToTa He HMxe 1,86 L,
CspBeprlm KOMMOHEHT CepBepHas He MeHee 2 aaep
OHcofb yrpaBneHus O3Y He meHee 6 B

M3Y He meHee 1TB

LM Xeon, yacToTa He HMke 1,86 L,
Cnywba ckaHMpoBaHUA CepBepHasa He menee 2 anep
yHOa ckanrpoBa epBepHa O3Y He MeHee 6B

M3Y He MeHee 1TB

LLM Xeon, yacTtoTa He HMke 1,86 L,
¢ 6 ¢ He MeHee 2 apep
ny>k6a CUHXPOHW3aL MK epBepHas O3V He meHee 4 B

M3Y He MeHee 1TB

LLM Xeon, yacToTa He HMke 1,86 L,
Cepsep CYBA! CepeepHas He MeHee 2 sgep
O3Y He MeHee 6B
M3Y He MeHee 100 I'b

AONOJIHUTENIbHbIE KOMIMOHEHTDI

oo e Mom c LLM Xeon, yacToTta He Hke 1,86 I,
epBepHas He MeHee 2 aaep

CKaHWpoBaHUA
O3Y He MeHee 6B
M3Y He meHee 1TB

LLM He Huke Intel Pentium/ AMD Phenom,
MN3BM, YacToTa He Hke 2,00 'y,
RedCheck Agent CepBepHas O3Y He MeHee 2B
M3Y He meHee 500 MB

LLM Xeon, yacToTa He HMke 1,86 ML,

RedCheck Update Server CepBepHas He MeHee 2 anep
(odbnanH-crHXpoHM3aLma) peep O3Y He MeHee 6B

M3Y He meHee 5TB

*3HaueHWs B Tabnuue 9BNSIOTCA PeKOMeHyeMbIMU, peanibHoe NoTpebneHne MOXET OTIMYATLCH B 3aBUCUMMOCTI OT CLIeHapreB MCMOosb-
30BaHMa RedCheck. PekoMeHayeTca BbINONHATE MOHUTOPUHT NoTpebneHna CPU 1 naMaT Ha XocTax Angd onTuMm1sanmm notpebneHms

pecypcos.

1 B cnyuae pasmelleHra cepsepa CYB/[, coBMeCTHO ¢ koMmoHeHTamMm RedCheck annapaTtHble TpeboBaHMA CKIaablBakoTCA.
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» CpefHsaa Harpyska Ha ceTb Npu CKaHUPOBaHWUM O4HOIro y3na

CMOCOEbI / TPAHCMOPTbl CKAHUPOBAHUS

CKaHupoBaHue B CKaHupoBaHue
CKaHupoBaHue
pexmme Remote nocpencTsom
nocpencrsom SSH . .

Engine (WinRM) AreHTa cKaHUpoBaHUs

CKopocTb nepepaym
P P 160 637 121
naHHbIX, K6uT/c
CyMMapHbIii 06beM
5000 16 800 8 000

TpadwuKa Ha y3en, Kb

*MpuBeneHHble B TabnuLe 3Ha4YeHMa paccymTaHbl ANA BbINOHEHNA Hanbonee pecypCcoeMKoro 3agaHna AyamT ya3sBMMocTen (monHoe
CKaHWpoBaHUe).

» Tpe6oBaHUA K NporpaMMHOMY o6ecrneyeHuIo

CPEOA ®YHKUUWOHUPOBAHUA LINUX

Astra Linux 1.7.6 SE (CmoneHck / BopoHex / Open)
Astra Linux 1.81 SE (CMoneHck / BopoHex) Debian 12
PEO OC7.3

SberLinux 8.x

OMNEPALMNOHHAA CUCTEMA

PostgreSQL sepcmnda 125 -16
Postgres Pro Bepcus 14 /15
Jatoba 4132/582/6.6.
Platform V Pangolin

cyBa,

BPAY3EPbDI Ha ocHoBe dapa Chromium
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AO «AITTIKC-CODT»

141090, MockoBckas 061acTb,
ropon Kopones, MUKpOpPanoH
BonweBo, ynunua MaskoBCKOro,
oom 10A.

+7 (495) 543 31 01
info@altx-soft.ru

altx-soft.ru
redcheck.ru




