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REDCHECK.RU

RedCheck — cuctema aHanmsa 3alUNLLLEHHOCTHU
N COOTBETCTBUA CTaHOapTaM, NpegocTaBndroLulasa
LUMPOKMIN KPYTr BO3MOXXHOCTEWM MO YMNPaBleHUIo
MHPOPMaLMOHHOMN 6e30MacHOCTbIO AJIA
npeanpuatnm nrboro MacwTaba.

CucteMa NpefHasHa4deHa Ana nonydeHna gaHHblX o napameTrpax MT-nHGpacTpyKTypbl,
BAMAIOLLMX Ha 3aLLUMULIEHHOCTb OOBEKTOB MHOOPMATU3ALMM, @ TaKKe N9 MNOAAEPIKKMA
NPUHATUA peLlleHKii Mo YyCTPaHeHWo BbIABNEHHbIX YA3BMMOCTEN M co3aaHuto addek-
TUBHbIX KOHOUIYpPaLMIM 6€30MaCHOCTU KOHTRONMPYEMbIX CUCTEM.

CkaHep pa3paboTaH C y4eToM peasbHbIX MOTPebHOCTeN OTeUYeCTBEHHbIX KOMMaHMn
B 06nacTu MHGOPMaLMOHHOW 6e30MacHOCTU U TpeboBaH MM POCCUMNCKMX PerynaTtopos.
MpumeHeHre RedCheck mo3sonseT pellaTb WWWMPOKMM CNEeKTp 3adad: oT Nnovcka yas-
BMMOCTEM 0 OLEHKWM COOTBETCTBMA OTEUECTBEHHbBIM M MEXAYHAPOAHbIM CTaHAapTaMm
6e30MacHOCTK, a TakxKe peann3oBbiBaTb PAL Mep 3allMTbl, 06a3aTeNbHbIX AN9 MHbOP-
MaLMOHHbIX CUCTEM NepcoHanbHbIX AaHHbIX (MCIMOH), rocyaapcTBEHHbIX MHbOPMaLM-
OHHbIX cucTeM (FTMNC), aBTOMATU3MPOBAHHbBIX CUCTEM YMPaBNeHUa NPOU3BOACTBEHHbI-
MW W TexHonormdyeckumuy npoueccamMmu (ACY TIM), 3HAUYMMbIX O6BEKTOB KPUTUYECKOMN
MHDOPMaLIMOHHOW MHbpPacTpyKTypbl (30 KNI 1 aBTOMaTU3MPOBaHHbIX cUCTeM, obpa-
6aTbIBaOLLMX KOHbUASHLMANbHYIO MHGOPMaLIUIO.
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CDyH KUMOHAaJIbHbI€ BO3ZMOXHOCTMU

AyauT
ya3BUMOCTEM

LleHTpanu3soBaHHOe

¥ NOKasIbHOE CKaHMPO-
BaHWeE y3/10B CETU

Ha HanW4me yasBMMocTen
onepaLmoHHbIX CUCTEM,
obLIecncTeMHoro

M NpwknagHoro Mo.

AyauT
6e30MnacHoOCTH
ACY TN

BbicTpbivt 1 gocToBEP-
HbIM ayauT YA3BMMOCTEM
MPOMBbILLUIEHHbBIX CUCTEM.
MNoapepyKa pacnpocTpa-
HEHHbIX SCADA-MPOTOKO-
noB ¥ cneumansHoro MO.

I\

AyouTt nnatpopm
BMpPTyanusauumm

HeTanbHblv ayanT
6e30MacHOCTU NNaTdopPMm
BMpPTyanm3aumm

Hyper-V n VMware.

©

AyauT
KOHUrypaumm

KoHTpOob KOHOUTY-
pauUMI 1 oLeHKa
COOTBETCTBUSA CTaH-
OapTam 1 NonnTUKam
6e30MacHOCTU.

s

AyauT
KOHTeMHepoB
Docker

[MonHoUeHHbIN

AyOMT YA3BMMOCTEN
KOHTEMHEPOB

1 nnaTdopmbl Docker,
CUCTEMbI YNpaBneHusa
KOHTEMHEepPamMm
Kubernetes.

N

(O

AyouT U ycTaHOBKa
obHoBNEeHUM

IMoUCK 1 yCTaHOBKa
HeOoCTatoLLMX OOHOB-
neHn 6e30MacHoOCTU,
CKaHep MHTerprpoBaH
¢ Microsoft WSUS.

D
D

AyauT
Cyb[

PaclUMpeHHble ayauThbl
CYB[ v ee cpenpbl
DYHKLUMOHMPOBaHKA

Ha NpeaMeT KoHGUrypa-
L BesonacHocTu,
YA3BUMOCTEN, HEeYCTaHOB-
NEHHbIX OOHOBEHWM.

D

AyauT
B peXXunme
«MNeHTECT»

OueHKa ypoBH4A
3aLUMLLEHHOCTM
MHOOPMALMOHHbIX
cucTteM 6e3 NpuBUnernin
¥ 3HaHUK O CKaHKVpPyeMoM
XocTe (MeTon

«YepHoro auimKa»).

©

AyauT cepBepoB
NPUNOXKEeHUN

OToenbHoe HanpaeneHue
ayauTa cepBepoB Npuno-
YKEHUMN, web-cepBepoB

M X KOMMOHEHTOB.

00
00

MHBeHTapusauua
cetTn

C6op cBegeHum

O COCTaBe TeXHUYECKMX
cpencts 1 MO Ha y3nax
CETW, KOHTPOSMb N3MEHe-
HUSA KOHPUYpaLMM CETU.

<

dukcauma
M KOHTpPOJ1b
LLeNoCTHOCTU

KOHTpOMb LLenocTHoCTH
nanok, $annoB 1 BETOK
peecTpa (ana Windows)
Y3110B CeTW. Pa3nuuHble
ANropUTMbl X3LLMPOBaHMA,
BK/toYasa FOCT.

&

JOoKyMeHTUpoBaHue
pe3ynbTaToB ayauTa

,D,eTaJ'IVBVIpOBaHHbIe

N HTEerpanbHble
OTHETbI MO KaXXOoMy
HanpaseHMto ayamTa.
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ApXUTeKTypa

[Na KOHTPONS ManblX U CPEAHMX
ceTen (0o 200 y3noB) RedCheck
MOYKET ObITb HEMOCPEACTBEHHO
pa3BepHyT Ha APM aaMuHM-
CcTpaTopa (aaMuHM1CTpaTopa
6e30mMacHoOCTM) 6e3 CyLIeCTBEH-
HOWM MoTepy NPoK3BOANTENb-
HOCTW KoMMbtoTepa. RedCheck
MOYKET ObITb YCTAHOBMEH

Ha HOYTOYK A9 MpoBedeHus
BblE3AHbIX MPOBEPOK (ayamTa).

Hanuume B8 RedCheck pa3zHoo-
6pa3HbIX TPaHCMOPTOB W MpPo-
TOKO/OB YMpaBneHusa No3so-
NAeT oCyLLEeCTBNATb yAaneHHoe
CKaHWpoBaHue ceTn Noboro
MacluTaba no BceM Harnpasne-
HMAM ayanTa 6e3 cyLlecTBeH-
HOWM HarpysKu1 Ha KaHanbl CBA3WN.
[1n59 NOBbILLIEHWA CKOPOCTM CKa-
HUpoBaHKa Windows-curctem

1 ONTMU3aLIMIN CETEBOrO TPa-
drKa peKkoMeHayeTca UCMonb-
30BaHMe areHTa NporpamMmel
RedCheck Agent nnn Remote
Engine (WinRM).

REDCHECK.RU

MMBKaa apxXMTEKTYpPa 1 CUCTEMa NTULIEH3MPOBaH WA MO3BONAIOT PasBopa-
umBaTb RedCheck Kak Ha OTAEeNbHOM y3/e, Tak M B NTIOKafibHOM CETH, Bbl-
CTpauBaTb pacnpeneneHHble CTPYKTYPbl M Mofy4daTb MOMHYO KapTUHY
COCTOSIHUSA 3aLUMLLEHHOCTM BCEN CUCTEMbI UMM OTAENbHbIX €€ CermMeH-
ToB. RedCheck He 1MeeT orpaHuyeHin Mo MaclTabnpoBaHMIo,

Bo3MOXHble cueHapum NnpuMeHeHuUs

KOHTpPO/b 3aLlMLLEHHOCTN MarnbIX U CPeOHUX CETEN
(APM agMUHUCTpaTOopa 6e30MnacHOCTH)

Cpeacrtsa
CeTeBoe pea

060, omanme MK Linux MK Windows BUPTyanusauum
YA HYPERV / VMWARE
SR =] [O
RedCheck AAE b =
. A1 .
SSH/Agent/WinRM/WMI 1 | X\/"nny\/NMl/
Wi WMI gen
- 2 HTTPS/WSDL/
r———— - - - - -/ — —/ —/ —/ /"
aAMUHUCTpaTopa ‘ E - ‘
no B
—_— ‘ ° Windows, ° ‘
SSH, WinRM/ Linux cyBa
w9 — |
S |

KOHTpPO/b 3aLLMLLEHHOCTU TEPPUTOPUANBHO YOANIEHHOM ceTh
(ycTaHOBKa Ha BblaeneHHbIN cepBep)

Cpenctsa CeteBoe Cpeacrtsa
KOHTeMHepu3auum 060 oatve MK Linux MK Windows BUpTyanusaumm
DOCKER YA HYPER V / VMWARE
..... z5 s
4 HHE ) L |
ofofo
SSH/
. . A1 .
C\%igﬁ/ww 1 1 | WinRM/
i g WMI Agent/WMI/
HTTPS/WSDL/
r——— - - - - -/ — — — —/— /"
| D . |
—_— ‘ ° Windows, ° ‘
apMMHMCTpaTOopa SSH, WinRM/ Linux cyBa
noMB Whi/agent \ > > \
S |
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KoHTponb (aHanus)
3aLMLLEHHOCTH
KPYMHbIX ceTen

n ceTen c dunmanbHom

[N paboTbl B KPYMHbIX 1 pacnpeaeneHHbIX Kopro-
PATUBHbLIX CTPYKTYpPax OMTMManbHbIM PeLleHneM
ABNAeTCa Mcnonb3oBaHue Be6-Bepcrn RedCheck
BK/IOYalOLLEN cepBep ynpasneHus REST, Beb6-

KOHCOJ1b 1 CepBepPbl CKaHMPOBaHMA, pa3BoOpa4Ba-

(:prKTypoﬁ eMble B rofloBHoM odbuce unm LIOL koMnaHuu.
[1ns nonb3oBaTenen crcTeMbl pean3oBaHa pose-
Baa MOJeNb AOCTyMa, CO CKaHEPOM OHOBPEMEHHO
MOXET paboTaTb HECKOIbKO CMeLManicToB B COOT-
BETCTBWU C MX CPepOo OTBETCTBEHHOCTU.
e ~\
000 LEEHTPA/bHbIA O®UC
5 |
! MK Windows MK Linux CeteBoe |
— oGopynosaHue
(- - ; |
> = ) slels
HHE
CEPBEPbDI | ol bl |
e L . .
R L
| |
| Cpeactsa Cpencrsa
E vagp V/VMWARE DOCKER |
uon ' 11 |
-
5 |
| .
RedCheck | o cepeep |
ENTERPRISE @ ( 9 ( 9 ( 9
C = = = |
~C= N e 5 5
:] REDCHECK |
WSUS-KOHCOM
-

B Lenax MaclTabupoBaHMa MOMyT yCTaHaBNUBaTb-
ca [OMOMHUTENbHbIE MOZdyNU (cepBepbl), mogaep-
YKMBAIOLLMIE MHOMOMOTOYHOE CKaHMPOBaHMe.

[N9 yCTaHOBKM HEQOCTatoLLMX OOHOBNEHM, BbIAB-
NIEHHbIX B MPOLIECCe ayanTOB, MOXKET MPUMEHATHCA
WMHTErPMPOBaHHasa CO CKaHepOM HaACTpoMKa Ha
cepBep obHoBNeHUM Microsoft WSUS. [1n4a paboThl
B 1M30/IMPOBaHHbIX ceTax 6e3 4ocTyna K MHTepHeTy
MCNOSb3yeTCa CrelmarnbHbii cepaep OOHOBNEHN,
NO3BONAOLLMIM PaboTaTb CO CPEACTBaMM OAHOHA-
npaBneHHoOM Nepeaaqn aaHHbIX.

(o6} UC. ®UIMAN1 |

Cpeactsa
BUpTYanusauMm
HYPERV /VMWARE

i

MK Windows

(]

i

RedCheck

Cpencrsa
KOHTeiHepu3aLMK
DOCKER

MK Linux

DOononHuTtensHas
cnyx6a
CKaHWPOBaHMs

[eXele}

Cpencrsa
BuUpTYanusauMm
HYPERV/VMWARE

N

MK Windows

(=]

N

RedCheck

Cpencrsa
KOHTelHepU3aLMK
DOCKER

MK Linux

DOononHutensHas
cnyx6a
CKaHWUPOBaHMs!
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RedCheck
Enterprise

Ona 6onblwnx MHOOPMAUMOHHBIX CUCTEM
(6onee 2500 y310B) pekoMeHayeTca UCMOob-
30BaHMe RedCheck B pepakumm Enterprise.
Enterprise BkMtoyaeT B ceba Bce yHKUMO-
Ha/lbHble BO3MOXXHOCTW MPOrpamMmbl, HE MMe-
eT NMUEH3UOHHbIX OrpaHUYeHMIM Mo Konude-
CTBY CKaHVpyeMbIX y3/10B M OpUEeHTMPOBaHa
Ha KpPyMnHble U pacnpegeneHHble MHGOPMa-
LIMIOHHbIE CUCTEMbI C BO3MOXKHOCTbIO HEorpa-
HUYEHHOIO MaclITabMpPoBaHMA.

Ona MaclwTabmnpoBaHWa cMcTeMbl NpeayCcMo-
TPeHo  MCNonb30BaHWe  OOMOHUTENbHbBIX
Moaoynew (cepBepoB) ckaHMpoBaHWa. 14
MOBbILLEHMA MPOU3BOAUTENBHOCTM AOMNONHM-
TeNbHbIM MOAYMb MOXET YCTaHaBIMBaTbCA Ha
OTAENbHbIM CepBEP WAM Ha TOT e, rae pas-
BepHyT RedCheck.

Ona paboTbl Ha HeboNbLIMX TeppUTOpPMab-
HO yAdaneHHbIX 06beKTax A0CTaToOYHO YyCTa-
HOBKWM OOHOMo AOMONHUTENBHOIO MOAyNs,
NOAKMOYEHHOIO K OCHOBHOMY 3K3eMMnapy
RedCheck Enterprise, pa3BepHyTOMY B LIEH-
TpanbHoOM oduce Unn B O4HOM 13 GUNIMANoB..
OaHHble O pe3ynbraTax MNPOBEPKM COxXpaHa-
totca B egmnHom B, He co3gaBasd OULlyTUMOM
Harpy3KM Ha KaHanbl CBA3M.

REDCHECK.RU

Enterprise Bkno4yaeT B cebd
MaKCUMYM PYHKLMOHANbHbIX
BO3MOXXHOCTEN NpOorpamMmbl,
He UMeeT NIULEH3UNOHHbIX
OrpaHUYEeHU NO KONYeCTByY
CKaHMpyeMblX y310B

N

[oNeNe] LI.EHTPAJ'IbeIVI odbuc
5 |
' I
MK Windows MK Linux CeTteBoe
orcraone, ()
— ) |
RedCheck A
WSUS-CEPBUC I:I 9
— cepeep | T T I
— . L _ _ _ _ __21
Y= I .
| Cpeactsa
osizg:::m HYPER V/VMWARE I
— = ﬁ |
uon ' 11 I
|
YcTaHoBKa
o6HoBNEeHUn
r——— - — — — — — — /1
I . I
RedCheck P e s |
ENTERPRISE
& D b 3 |
L 9y [ C3
Co 9 3 |
REDCHECK |
|
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Mpu ckaHWpoBaHUKM Windows-cuctemM ang
COKpPALLIEHMA HarpyskM Ha CeTb U CHWKe-
HWUA TpeboBaHWIN K MNPWBUAENMAM AOOCTY-
na peKoMeHOyeTCa WMCMOMb30BaHMe areHTa
RedCheck. Micmonb3oBaHue areHTa He Tpeby-
eT OTAeNbHOro NMLEH3MPOBAHMA, areHTbl Mo-
ryT MCMOMb30BaTbCA COBMECTHO C TPaHCMop-
TamMu WMI, WinRM, SSH.

B obuleM cnydae MakcMManbHbIM COCTaB Cu-
cteMbl RedCheck Enterprise MOXeT Bk/to4aTb
cnepymolmMe CTPYKTYPHbIE KOMMOHEHTbI:

=

e Cepep RedCheck
Enterprise

e CepBep ynpaBneHma
RedCheck REST

* KoHconb ynpaBneHma
(Web-KkoHconb)

e [lononHuTtenbHble Mooy
CKaHMpOBaHMA

o CepBep OOGHOBNEHWN
Update Server RedCheck

e MoOynb CUHXPO-
HM3auumm c AD

» KoHcosb ynpaBneHus
MS WSUS

o AreHTbl YCTaHOBKM
OBHOBMEHWNI

e AreHTbl CKaHWpPOBaHUA
Windows

NHTerpauusd

C cucteMamu yrnpaBrieHuUs
co6bITUAMU MHPOPMALLMOHHOM
6e3onacHocTu (SIEM)

RedCheck obnapaeT yHMBepcanbHbIMU MHCTPYMEHTa-
MW UHTErpaumm v MoxkeT 6bITb MICTOYHMKOM MHPOoPMa-
umm ona SIEM um IRP, B uyactHoct HP ArcSight,
ePlat4m Security GRC, MaxPatrol SIEM, NEURODAT,
R-Vision IRP, Security Vision, Splunk. WMcnonb3oBaHue
TUMOBbLIX  MHTEPPENCOB Mepefadyn OaHHbIX — Ona
JaHHOro BMWAa cUCTeM, Mno3BonsgeT 6e3  0cobbix
npobnemM noakntoyaTb M MHble cUCTeMbl 06PaBOTKKM K
aHanM3a MallMHHO-reHepUpyeMbIX AaHHbIX.

MHTerpauma ocyllecTesnaetca Yepes moayb AP (REST-
HTTP) vnu nytemMm nonydeHus OaHHbIX Hamnpsamyro K3
6a3bl gaHHbIXx RedCheck. Bce gaHHble CTPYKTYpPUpOBa-
Hbl, XpaHATCa M NepenatoTca B opmate XML,

3anoeHHble TeXHU4YeckMe BO3MOYKHOCTW MO3BOMA-
IOT He TONbKO MepedaBaTb BO BHeELHWEe CUCTEeMbl MO-
NyYeHHble pe3ynbTaTbl MPOBEPOK (TMMOBasg BO3MOXK-
HOCTb OGOSMbLUMHCTBA KOHKYPEHTHbIX MPOAYKTOB), HO
M OCyLLEecCTBNATb ynpaBneHmne RedCheck m3 BHeLLHMX
CUCTEM, B TOM 4MCIe CO3fdaBaTb M 3anycKaTb 3ada-
HMA, GOPMUMPOBATb OTYETbI, AOMONMHATL 6a3y CUTHATYP
COBCTBEHHbLIMKM  OMNpeaeneHuaMm, NpeacTaBleHHbIMU
B CTaHOapTV30BaHHOM dopmaTte OVAL/XCCDF.



OBWHWME TEXHUNYECKUE CBEOEHWNA

NMoppep)xka nnatdopm

CucrtemMa obecneumBaeT aHanms
3allUMLEeHHOCTU ClieaAyrOLWUX NporpaMMHbIX
n nporpaMMHoO-arinapaTtHbIX cpencTs.

¢ K/IMEHTCKUE ornepaLmoHHbIE CUCTEMBI: o nnatdopMbl BUPTYanusaLmu:
Microsoft Windows XP/Vista/7/8/381/1: VMware, Microsoft Hyper-V;

* cepBepHble ONepaLMOHHbIe » ceTeBoe o6opynosaHue Cisco,
cucteMbl Microsoft Windows Server: Huawei, Fortinet, Check Point v ap;;
2008/2008R2/2012/2012R2/2016/2019/2022;

e oduncHble NakeTbl Microsoft Office

* onepauMoHHble CUCTEMBI Linux: 2003-2019, LibreOffice, Adobe;

CentOS, Debian, Oracle Linux,

openSUSE, Red Hat, SUSE, Ubuntu, * Beb-cepBepbl U MPUNOXKEHUS:

Astra Linux, ALT Linux, POCA v ap.; Apache, nginx, IIS, Apache Tomcat,

NET Framework;

* nnatdopMa KoHTemHepmsaumm Docker

M cUCTEMaA OpKecTpaLmm Ku bernetes;

CYB: Microsoft SQL Server 2005-2019,
Oracle Database Server 11/12, PostgreSQL,
IBM DB2, MySQL;

SCADA: ArchestrA Logger, BACnet/IP,
Citect SCADA, Ethernet/IP, GenBroker
(GENESIS32/64), Modbus TCP/UDP,
Profinet 10, Schneider Electric IGSS,
Sicam PAS IPC, Simatic ALM, Simatic S7
v ap.

A TakK)Xe 6onee 700

Pa3INYHbIN NPUIOXKEHUA

REDCHECK.RU
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OCHOBHbIe NpeunMyLlecTBa

—
P

BCTpoeHHble MoNHOMYHKLMO-
HanbHbIE MHTEPNPETATOPbI
OVAL 1 XCCDF nossonatot
OCYLLECTBMATb MOMHbIN

CMeKTp NpoBepoK Ha 6aze
CcobBCTBEHHOIO Perno3nTopmna
OVALdb, a Takyke Mcnonb3oBaTb
YHUDULMPOBaHHbIM SCAP-
KOHTEHT ApYrx BEeHOOPOB.

HeorpaHuyeHHaa MacllTa-
BUPYEMOCTb, pa3BepHyTada
ponesaa Moaenb U MHOroMosb-
30BaTeNIbCKUI PEKMM MO3BONAET
mcnonb3osaTb RedCheck B SOC
M OPYrvX LeHTpax Kmbep-
6e30MacHOCTH.

ShdeKTMBHag KoMOBUHaL M
areHTHoW 1 6e3areHTHOM TeXHO-
NIOMMU CKaHUPOBaHWA, MO3BONAET
CyUIECTBEHHO COKPaTUTb BPEMSA
nNpoBepoK 1 obecnednTb Tpebye-
MbI ypOBEHb 6e30MacHOCTW.

(]

al

MporpaMmma MMeeT MOHATHbIM
rpaduyeckmnin uHTepodeiic,

He NpenbaBIAeT BbICOKMX
TpeboBaHUIN K MOArOTOBKe
nonb3oBaTens Npu ycTaHoOBKe
M MCMOMNb30BaHMM.

[ns paboTbl He TpebyeTca
60NbLMX anNnapaTHbIX MOLLHO-
cten, RedCheck MoykeT 6bITb
YCTaHOBMEH Ha NtoOoM KIMEHT-
CKOW UM CepBepHOW onepa-
LIMOHHOW cucTeMe Microsoft.

OTKpbITOE ONMcaHme onpeae-
NeHunm 6e3onacHoCTU (YA3BU-
MOCTeN, OOHOBMEHWIN, KOHbW-
rypaumi) no3Bongaet rnyboko
aHaNM3npoBaTb Pe3yNsTaThl
KOHTPONA, ONpenendTsb Npu-
UYMHbI 1 CcNocobbl BbIABNEHNA
YA3BMMOCTEN.

Kno4yeBon 0CO6EeHHOCTbIO CKaHepa
RedCheck aBnaetca ero paboTta

C YHUPUnumMpoBaHHbIM SCAP-KOHTEHTOM,
nony4yaeMbiM U3 co6CcTBEHHOM 6a3bl
yaszsmumMmocten OVALdD.

%

s

Peanusauma nnaHMpoBLLMKa
3ag0aHnn U rbkagd cuctema
npodwmnen genaet yaobHbIM
npuMeHeHre NporpamMmbl
npwv NOBCEOHEBHOM KOHTPOMNE
3a 6e30MacHOCTbIO Kopropa-
TVUBHOWM CeTw.

[ocTynHa nHTerpaumsa c Active
Directory, 4uto obecneymBaeT
yOoOOHbI U TMOKUIM MpoLecc
pa3BopaqMBaHMa 1 MoaaepyKa-
HWA B aKTya/lbHOM COCTOSHUM
6a3bl MOEHTUDUKALMOHHbBIX
OaHHbIX CKaHKMPYyeMbIX XOCTOB.

RedCheck — nepBbii oTede-
CTBEHHbIN CKaHep, MO3BONAI0-
LMW OCYLLIECTBNATb LMPOKMIA
cneKTp ayamToB NnaTdopMbl
KOHTeMHepu3aumm Docker.
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Co6cTBeHHas 6a3a ya3BMMOCTEMN

KntoueBow ocobeHHOCTbIO ckaHepa RedCheck asnaeTtca ero paboTa ¢ yHUdU-
UMpOBaHHbIM SCAP-KOHTEHTOM, Mofy4YaeMbiM M3 coOCTBEHHOM 6a3bl ya3BU-
MocTen OVALdb. Penosuntopmm OVALDb — ognH 13 KpyMHEWLWMX MexkayHa-
POAHbIX 6aHKOB AaHHbIX B o6nactn b, no3sonatoumi GopMmMpoBaTh OLEHKY
3aUWMLEHHOCTM MHDOPMALMOHHBIX CUCTEM Ha OCHOBE MYyOMMKyeMbIX B HEM
onpeneneHnin yasBmMmMoCcTen, mapamMeTpoB KOHOUIypaLUmi, MHBEHTapM3aLm-
OHHbIX AaHHbIX M APYrOro CMEeXXHOro KOHTeHTa.

NHdopMauma B penosutopum OVALdb npeaoctaBneHa Ha OCHOBE A3bIKOB U
KnaccrdUKaTopOB, BXOAALLMX B HABOP OTKPbIThIX cTaHaapToB SCAP (Security
Content Automation Protocol). OnpegeneHna yasBMmocTein pa3paboTaHbl
Ha a3bike OVAL (Open Vulnerability and Assessment Language). Cogep»ka-
Hre OVALdb CUHXPOHU3MPOBAHO C PEMO3UTOPUAMKM MeXKOyHapPOOdHbIX 3KC-
NepPTHLIX OpraHmM3auni, Takmux kak CIS, MITRE, NIST n opyrMMm MCTOYHMKaMU,
Bktodaa BAY OCTIK Poccnm 1 HKUKW. Mybnvkaumy HOBbIX onpeaeneH
MPOU3BOOATCA Ha PEry1APHOM OCHOBE M MPOXOAAT TLWATETbHYIO MPOBEPKY.

MocTtoaHHbIMU noanucymkamm OVALdDb aBnatoTca Takke KoMaHabl pa3paboT-
ymkoB C3MN 13 Poccum, Muaomn, Mspamng n EBpocotosa.

REDCHECK.RU

COVALdb

Ha 1 oktabps 2021 rona 53 000
PEnoO3nNTOPUIN COOEPKNT

225 000 onpepeneHumn

B dopmaTe OVAL,

N3 HNX 38 000

YHUKanbHbIX CVE 90 000 ySI3BUMOCTEN
(Common Vulnerabilities ana nnatdopm
and Exposures) Linux
yS13BUMOCTeEN 65 000 onpeneneHni,

Ha cemencTeo OC
Windows

KOPPENMPOBAHHbIX
c bOY B OCToK
Poccum n HKLLKW.
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REDCHECK — CMCTEMA AHAJTN3A 3ALLMLLEHHOCTU

RedCheck BHeceH

B EOMHbLIV peecTp
POCCUNCKMX NPOrpamMm
0119 2NeKTPOHHbIX
BbIYMNCANTENbHbIX
MaLlWH 1 6a3 OaHHbIX.

RedCheck moxxeT
MCMNONb30BaTbCS:

CeptnuomumnpoBaHHaa Bepcusa

CkaHep 6e3onacHocTn RedCheck umeeT pencteytolmin ceptudmkat OCTIK

Poccuu, KoTopbi noaTeepskaaeT cootseTcTBme P «TpeboBaHMa 4oBEpUa» Mo

4 YpoBHto noBepurda. RedCheck MOXeT mcnonb3oBaTbca B coctaBe AC 4o Knacca

3awmuieHHocTtm 1, a Takoke MCIMOH, TMC n ACY Tl KBO go 1 knacca (ypoBHS)

3alWMNLWLEeHHOCTU BKITKOYNTE TbHO.

0§ peanusaumm Mep 3alumThl
cornacHo npukasam OCTIK
Poccnn N2 17, 21, 31

o KOHTPO/b 338 YCTaHOBKOW
KOMTMOHEHTOB MPOrPaMMHOro
obecneyeHmg OMNC.2

¢ BbigaBneHMe, aHanm3 ya3BuMocTen
MHbOPMaLMOHHOW cncTeMbl AH31

e KOHTPO/b yCTaHOBKM 06HOBNE-
HUM NporpamMMHoro obecnedyeHus,
BK/tOYAA 0OHOBAEHME MPOrpaMMm-
Horo obecrnedeHna CPeACTB 3aLUKThI
nHpopmMaumm AH3.2

e KoHTponb paboTocnocobHOCTM Napa-
METPOB HAaCTPOWKM U MPaBUIBHOCTM
OYHKUMOHMPOBaHWA MPOrpPaMMHOro
obecneyeHusa 1 CPeacTB 3allUnThl
mHGopMaumm AH3.3

e KOHTPO/b COCTaBa TEXHUYECKMX
CPenCTB, MPOrPaMMHOro
obecrneyeHuns CpPeacTs
3aWnThl MHGOPMaumm AH3.4

o KOHTPO/b COCTaBa TEXHMYECKMX
CpencTs, NporpaMMHOro obecneye-
HWA, BKITIOYad nporpamMmmHoe obecne-
YeHme cpecCcTB 3allThbl VIHC])ODIVIaLLl/Il/I
OuJ11

e KOHTPOSb UENOCTHOCTM

BMPTYanbHOM MHPPACTPYKTYPbI
1 ee KoHOUrypauwmm 3CB.7

Ong peanusauum Mep rno obecreve-
HUo 6e3onacHocTn KMWM cornacHo
npukasy OCTIK Poccrm N2239

e /IHBeHTapu3auma nHbopma-
LIMOHHbIX pecypcoB (AY,1).

e AHanM3 ya3BMMOCTEN U
X ycTpaHeHue (AY,2).

e Perucrpaums cobbiThin
6e3onacHocTM (AY[,.4).

e MOHWUTOPUHI Be30MacHoOCTM
(AYL.7).

e [lpoBeaeHUe BHYTPEHHMX
ayouTtoB (AY[10).

e [lpoBeOeHme BHeLIHMX
ayauToB (AY[11).

e KOHTPOMb LEeNoCTHOCTM MPOrpaMMm-
Horo obecnevyenma (OLTT)

e KOHTPOMb LLEeNOCTHOCTU
nHdbopMaumm (OLJ.2)

o VoeHTndUKaLma oObeKToB yrnpas-
neHua koHoburypaumen (YKD1).

e [lounck, nonydeHue obHOBNEHWIN
nporpaMMHoro obecrnedeHma ot
0OBEepPeHHOro mcTodHmka (OMaO.).

e KOHTPOSb LIENOCTHOCTU
OBHOBNEHUM MPOrPaMMHOIO
obecnedeHusa (OMNO.2).

e YcTaHoOBKa OOGHOBAEHMM MNPO-
rpamMmMHoro obecrnedvenma (OMO.4).



OBWHWME TEXHUNYECKUE CBEOEHWNA

REDCHECK.RU

JimueH3unpoBaHue

RedCheck numueH3npyeTca Mo KOAMYeCTBY CKaHMpyeMblx (MpoBepaemblx) |P-
afpecoB OAHOW MPOrPaMMOM UM MO KOMMUYECTBY MHCTANNALMIA SK3eMMNA9p0B
nporpamMm. 19 KopnopaTUBHOIO MCMOMb30BaHMA MPeayCMOTPeHO YeTblpe pe-
nakumm RedCheck, oTnnyatouimecs cneaytolmmMm OyHKUMOHaNbHbIMK BO3MOXK-
HOCTAMM:

e RedCheck
Base

Mnaalwaa penakuma NpoaykKTa, BKAoYaloLlaa HeobxoaMMble MHCTPYMEHTb! AN4
MOMHOLIEHHOTO ayauTa ya3BMMocTen 1 obHoBneHmin Windows v Linux cuctem.
Mo3BONAET OCYUWEeCTBAATb KOHTPOMb LEeOCTHOCTW, MHBEHTapPM3aL Mo, CeTEBbIE
MpoBepKM 1 ApyrMe npouenypbl, HEOBXoAMMble MPU MOBCEAHEBHOM KOHTPO/E
3aWMLLEHHOCTM MHOOPMALMOHHbIX CUCTEM.

e RedCheck
Professional

MonHodyHKUMOHaNbHaa pedakumd, BKAOUatoWaa WWMPOKMM apceHan WHCTPY-
MEHTOB O MOHUTOPUHIA 1 yNpaBieHna 3allMULIEHHOCTbIO CETEN KOpnopaTuB-
HOro ypoBHA. JTMLEH3MPYeTca MO KOMMYECTBY CKaHMpyeMbix IP-anpecoB (DNS-1-
MeH).

e RedCheck
Professional

Onga cepTUdMUMPOBaHHbIX
Bepcu Microsoft

Mo CBOWMM BO3MOXHOCTAM MporpamMma aHanorvdHa pepakumm RedCheck
Professional npu 3ToM AoNoMHeEHa BO3MOXHOCTbLIO YNPaBNaTh KOHOUIYpaLMaMin
M YCTaHOBKOM OBHOBAEHWUI ONA CepTUDULMPOBAHHbLIX MO TpeboBaHKAM 6e30-
nacHoCTK Bepcui Microsoft. Pegakuma NocTaBNaeTca nofb3osaTenamM cepTrdm-
LIMPOBaHHOMo NporpamMmHoro obecnederma Microsoft.

* RedCheck
Enterprise

Pepakumsa BKItOYaeT Bce uMetollmeca GyHKLUMOHaNbHble BO3MOXHOCTU MPO-
rPaMMbl U OPUMEHTMPOBAHA Ha KPYMHble W pacnpeneneHHble MHGopMaLUMOHHbIe
CUCTEMbI C BO3MOMHOCTbIO HEOrpaHMYeHHOro MacluTabupoBaHWa. JIMLeH3u-
pPyeTca MO KOMMYeCTBY MHCTanAaUMi, He MMeeT OrpaHudeHnin Ha KOAM4YeCcTBO
cKaHuMpyeMmbix IP-agpecoB. [ONa MacluTabupoBaHMA BO3MOXKHO MoAkIoYeHme
OOMOMHUTENbHbIX Moaynen ckaHuMpoBaHMa (ScanModul RedCheck). B coctaB
NULEH3UMM BKIOYEHa pacluMpeHHada TexHYecKkada noaaepwKa.

e RedCheck
SCADA

OtoenbHO nuueHsnpyembln SCADA-MoOynb ONA CKaHWPOBaHWA YA3BUMMOCTEWN
anemeHToB ACY TI1 (lconics, Rockwell Automation, Schneider Electric, Siemens,
Simatic 1 gp.).

CpokK gencrTeusa
npoayKToBOM
NNLEeH3nn

Mo yMOnuaHmio CPoK AeWCTBUA MPOOYKTOBOM NMLEH3MM coCTaBnaeT 1 rod, Bo3-
MOyHO nMpuobpeTeHme MO RedCheck cpasy Ha 2 unmn 3 roga. B nepron aemncrasma
nMueH3ny nonb3oBaTtento RedCheck npegocTtaBnaeTca TexHMUeckasa noaaepx-
Ka, AOCTYM K aKTyalbHOMY KOHTEHTY 6e30MacHOCTM 1 OBHOBNEHWAM MPOorpaMM
ONg AaHHOM BepCUM.
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REDCHECK — CMCTEMA AHAJTN3A 3ALLMLLEHHOCTU

CucrteMHble TpeboBaHud

» Tunosble TpeboBaHUA K annapaTHOMYy obecrneyeHuto

YACTOTA CKAHUPOBAHUA
PEOAKLNEG / cven Y3/10B AMMNAPATHbIE
KOMIMOHEHTA HE BOJEE KOMMOHEHTbI'
1pas B Hegento 1pa3 B MecqaL, 1pa3 B kBapTan
CPU Intel Core i5-7400 (4 aapa) v Bblle
MS SQL Express
RedCheck
yCTaHOBMNEH
Base/Pro/ 200 RAM 8B
Ha ogHoM 1K
PostgreSQL
c RedCheck .
HDD? 12 TB (10I'b orpaHmyeHme MS SQL Express)
CPU Intel Xeon (He MeHee 2 du3mnyeckux aoep)
200
— RAM ol'b
1 6onee
HDD 2B
RedCheck
Base/Pro ;
200 HDD? 218T B 58Tb 26T1B
PostgreSQL/
MS SQL Server )
500 HDD? 53Tb 1376 5B
(ona BbIAGNEHHOTO
cepBepa)
2000
CcPU Intel Xeon (He MeHee 4 du3mUeckmx aaep)
— — RAM 6l'b
RedCheck
Enterprise HOD 216
PostgreSQL/MS SQL
Server (o9 Bblae- — SSD? 400TB 100 B 3576
NieHHoro cepeepa)
CPU Intel Xeon (He MeHee 2 dur3mnyeckux aaep)
[OononHUTeNbHbIN
Mopynb CKaHUpO-
Ay P — — RAM 6B
BaHuA (ScanModul
RedCheck)
HDD' 1B
. CPU Intel Xeon (He MeHee 2 du3nYeckmx aaep)
JlokanbHbIN
cepBep O6HOB-
P ,p — — RAM 66
neHum (Update
Server RedCheck)
HDD! 2B
AreHTbI CPU Intel Pentium/ AMD Phenom 1 Bbilue
CKaHMpoOBaHUsA
Windows-cuctem
(Agent RedCheck)
— — RAM 2B

1 YCTaHOBKM
O6HOBNEH MM

(Agent Update
RedCheck) HDD' 10 MB




OBWHWME TEXHUNYECKUE CBEOEHWNA REDCHECK.RU

« CpefOHSq Harpyska Ha ceTb NMpU CKAaHUPOBaHMM OOHOIO y3na

CMOCOBbl / TPAHCMOPTbl CKAHUPOBAHUSA

Remote Engine

AreHT R WMI SSH
(WinRM)
C
KOpPOCTb rnepepaym 121 637 10 200 160
naHHbIX, K6uT/c
CyMMapHbIi 06beM
8 000 16 800 434 000 5000
Tpaduka Ha ysen, Kb
C
penHee BpemMs 240 220 15,00 2,20

CKaHMPOBaHUS“, MUH

» Tpe6oBaHUSA K NPOrpaMMHOMY obecrneyeHuto

Microsoft Windows 10 v Microsoft Windows Server 2012R2 (penakumm

OMNEPALMOHHASA .

CUCTEMA Standard v Bbilwe); CYB[, (nto6aga 13 nepedncneHHbix): Microsoft SQL
Server 2014 vnu Bblwe,; PostgreSQL Bepcua 12.8 1nu Bbille.

AOMNOJTHUTENTbHOE

NPOrPAMMHOE Microsoft .NET Framework full Bepcumn 4.7 nnu soilue.

OBECMEYEHUE

1 B Tabnuue He ykasaHbl ToeboBaHMA K arnnapaTHOM Y4acTy ornepaLmMoHHOM CUCTEMDbI, Ha KOTOpOoW pa3sepHyT RedCheck 1 CYB[.
MapaMeTpbl annapaTHOM NNatGopmbl 415 onepaLmoHHON crucTemMbl 1 MS SQL Ao/KHbBI COOTBETCTBOBATL TpeboBaHMAM Microsoft.

2 PacueT Tpebyemoro mecta Ha HDD npuBedeH 13 yCNoBMa XpaHeHWa AaHHbIX O pe3yfbTaTax npoBepok — 1 rof.

3 na penaxkuui Enterprise pexkomeHayetca CYB[ pacnonaraTte Ha SSD aucke ana obecnedeHna 6b6ICTPOAeNCTBUA U YMEeHbLIEHUS
BPEMEHHbIX MHTEPBANOB BbIMOIHAEMbIX onepaLmi ¢ 6a3om AaHHbIX. Micnonb3oBaHme SSD AMcKa OOMKHO MPYMEHATLCA COBMECTHO
C BbIMOSTHEHVIEM PabOT MO ONTUMM3ALLMU U TOHKOW HAacTpoWKK paboTel CYB.

4 [okasaTenu NpurBeaeHbl ANA PEXMMa «AYAUT YA3BMMOCTH, MOMHOE CKaHWPOBaHME», AaHHbIN PEXNM ABNAETCA Hanbonee pecypcoemMKM.
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AO «AJTTOKC-CODT»

141067, MocKoBCKasa 0b61acTb,
ropop Kopones, MUKPOPaMoH
bonweso, ynnia MagkoBCKOrO,
oM 10A.

+7 (495) 543 31 01
info@altx-soft.ru

altx-soft.ru
redcheck.ru



